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AADInternals

The Swiss Army Knife for Azure AD & Microsoft 365
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• Dr. Nestori Syynimaa (@DrAzureAD)

• Senior Principal Security Researcher at Secureworks® 
CTU™

• Creator of AADInternals

• https://aadinternals.com

• Microsoft MVP

• Microsoft MVR 2021-2022

Who am I?

https://twitter.com/DrAzureAD
https://twitter.com/DrAzureAD
https://o365blog.com/aadinternals/
https://aadinternals.com/
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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://aadinternals.com/aadinternals

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/

AADInternals

https://twitter.com/DrAzureAD
https://github.com/gerenios/aadinternals
https://aadinternals.com/aadinternals
https://attack.mitre.org/software/S0677/
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How the cloud works? 1/2

1. Clients

2. Authentication

3. APIs

Provisioning API

MS Graph API

MS xxx API

OIDC/OAuth2

PS C:>

Azure AD

Microsoft 365

1

2
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Source: Secureworks

Identity provider

Service provider(s)

https://twitter.com/DrAzureAD
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How the cloud works? 2/2

• Identity provider (Azure AD)

• Knows about the client & user what is told to it (proof of identity!)

• Service provider (Azure AD, Azure, M365, etc.)

• Trusts identity provider

• Only does what client tells it to do

• Knows about the client & user what identity provider tells it (claims in bearer token)

https://twitter.com/DrAzureAD
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Active Directory

PowerShell
Azure 

Active Directory

Azure AD Connect

Office Client Web Client

On-premises

Internet

Exchange, Teams, etc.

Administer tenant,
users, groups, devices,..

Tenant

Microsoft 365 / Azure AD concepts

Microsoft 365

https://twitter.com/DrAzureAD
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https://aadinternals.com/aadkillchain

https://twitter.com/DrAzureAD
https://aadinternals.com/aadkillchain
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Demo? Anyone?

https://twitter.com/DrAzureAD
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Thank you!

Follow me on Twitter & Mastodon: 

@DrAzureAD
@DrAzureAD@infosec.exchange

https://twitter.com/DrAzureAD
https://twitter.com/DrAzureAd
https://infosec.exchange/@DrAzureAD

