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« Admin & hacking toolkit for Azure AD & Microsoft 365

\\f\
* Open source: \

s
* https://github.com/gerenios/aadinternals @AADlntema
/

 https://aadinternals.com/aadinternals
 MITRE ATT&CK
 https://attack.mitre.org/software/S0677/

Groups That Use This Software

ID Name References

G0016 APT29 [5]

Information Classification: General


https://twitter.com/DrAzureAD
https://github.com/gerenios/aadinternals
https://aadinternals.com/aadinternals
https://attack.mitre.org/software/S0677/

o @DrAzureAD

blackhat @DrAzureAD@infosec.exchange

ARSENAL 2022

How the cloud works? 1/2 Identity provider

OIDC/OAuth2 ‘ /

Azure AD
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Provisioning API

1. Clients

2. Authentication

3. APIs

—>

_ _ Microsoft 365
Service provider(s)

Source: Secureworks
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How the cloud works? 2/2

® |dentity provider (Azure AD)

® Knows about the client & user what is told to it (proof of identity!)
® Service provider (Azure AD, Azure, M365, etc.)

® Trusts identity provider

® Only does what client tells it to do

® Knows about the client & user what identity provider tells it (claims in bearer token)
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Microsoft 365 / Azure AD concepts

Azure
Active Directory
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Get-AADIntTenantDomains Invoke-AADIntPhishing
Get-AADINntOpenIDConfiguration

Get-AADIntLoginInformation

Invoke-AADIntReconAsOutsider
Invoke-AADIntUserEnumerationAsOutsider

Get-AADIntAzureTenants
Get-AADIntAzurelnformation
Get-AADINtSPOSiteUsers
Get-AADINntSPOSiteGroups
Invoke-AADIntReconAsGuest
Invoke-AADIntUserEnumerationAsGuest

Get-AADIntTenantDetails New-AADIntBulkPRTToken
Get-AADIntGlobalAdmins Join-AADIntDeviceToAzureAD
Get-AADINntSyncConfiguration Jain-AADIntDeviceTolntune

Get-AADIntCompanylnformation
Get-AADIntSPOServicelnformation
Invoke-AADIntReconAsInsider
Invoke-AADIntUserEnumerationAsinsider

On-prem
admin
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I'll be demoing #AADInternals in #BHEU #Arsenal on Wednesday. Please vote
below for what you want me to demonstrate in action!

31% OSINT / Killchain

44% Abusing identities - !i

Dr. Nestori Syynimaa @DrAzureAD - Dec 5
What you want me to demonstrate in Black Hat Arsenal on Wednesday?

25%  Blueteam tools OSINT / Killchain 16.3%
0%  Other/see results Abusing identities 52%
; Blueteam tools 26.5%

Other/see results 5.1%

98 votes - 4 hours left
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