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• Introduction to Directory Synchronisation

• Abusing Directory Synchronisation

• The fix

• Evading the fix
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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://o365blog.com/aadinternals/

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/

AADInternals
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Hybrid Authentication Options

* Supports seamless single sign-on
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Directory Synchronisation

Azure AD (AAD)Active Directory (AD)

Domain
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Group
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Tenant
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Directory Sync service accounts

Domain Tenant

Azure AD 

Connect

Account 

Name

MSOL_xxxxxxxxxx

Permissions • Replicating Directory 

Changes

• Replication synchronization

• Read only replication secret 

synchronization

Account 

Name

Sync_<computer>_xxxxxxxxxx

@<tenant>.onmicrosoft.com

Role • Directory Synchronization 

Accounts

Account Name ADSyncMSAxxxx

Permissions Reset MSOL_xxxxxxxxx password
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Azure AD (AAD)Active Directory (AD)

How users are linked?

Domain Tenant

Property Value

UserPrincipalName sync.demo@contoso.myo365.site

ObjectGUID 1e48c7df-bd6e-40e4-89da-dad5617ab7a7

SID S-1-5-21-2918793985-2280761178-2512057791-1131 

Property Value

UserPrincipalName sync.demo@contoso.myo365.site

ImmutableId 38dIHm695ECJ2trVYXq3pw==

OnPremisesSecurityIdentifier S-1-5-21-2918793985-2280761178-2512057791-1131 

ObjectId a88f6a39-9f93-4a7d-ae0e-de2d38f65bdd

DirSyncEnabled True

User User 

(copy)

Azure AD 

Connect
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Abusing Directory 
Synchronisation
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How I research cloud

• Man-in-the-middle (MITM)

• Fiddler or Burp

• Allows intercepting http(s) traffic

• Reverse-engineer

• Rohitab API Monitor

• dnSpy

• Ghidra/IDA/x64dbg

• RTFM 😉
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Client Cloud
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NestoriSyynimaa

0x02 : <Envelope>

0x0B : <Header>
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• Proprietary SOAP API (binary XML 🤮)

• CRUDing objects:

• Users, contacts, groups, devices

• The target of update & delete operations defined by two attributes:

Azure AD Connect

@DrAzureAD

Attribute AD/Azure AD value Example:

SourceAnchor ImmutableId 38dIHm695ECJ2trVYXq3pw==

CloudAnchor ObjectType_ObjectId User_a88f6a39-9f93-4a7d-ae0e-de2d38f65bdd
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• Passwords are NOT synced, HASHES of HASHES are

• Uses Rfc2898DeriveBytes function

• SHA256 computed from user’s password (MD4 hash) and salt with 

1000 iterations

Password Hash Synchronisation (PHS) details
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• Example:

• Password: ”Password”

• MD4 hash: ”a4f49c406510bdcab6824ee7c30fd852”

• What is sent to cloud:

PHS example

@DrAzureAD

v1;PPH1_MD4,b3916922bb03db814db8,1000,7fc9805111346520512d935ae4c390efdf27c983146bec1f9a035457bf4c7ecb;
v1;PPH1_MD4,86076dc313578089f936,1000,f4b6468f4d0634a5095d5f973d0cad61befb4a1f9f25fb95e66fdc9c1dee5784;
v1;PPH1_MD4,dfab3e8c150c507e3266,1000,9fb4a1c199ddc7c1f0bf44ae7247f8fba9dfb782b81674b78d7b44f800a802f7;
v1;PPH1_MD4,6deef55196ca5f68e7b0,1000,d4a055305cdc951584f6576edfe7bc98847e3dae6eb32686f212209b1de5b85e;
v1;PPH1_MD4,88f52495b66dcb6fcd04,1000,b05353568ff80c55310b968bc507b898748c716a19e12fb73f5ccc5fe6340b19;

Version

Hash function
Salt

Iterations

Hash
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• The CloudAnchor is “<objecttype>_<objectid>”

• What if I used cloud-only user as CloudAnchor?

• Profit!!

What if..?
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Some communication with MSRC
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Some communication with MSRC
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Some communication with MSRC
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Some communication with MSRC
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• (Re)setting cloud-only users’ (including admins’) 

passwords

• Elevation of privilege

• Editing group members

• Elevation of privilege

• Deleting cloud-only users (including admins!)

• Elevation of privilege / DoS / Ransom

Abusing Azure AD Connect Sync 1/2
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“by-design”

Fixed
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• Adding ImmutableId or SID to cloud-only users

• GoldenSAML & Silver Ticket attacks..

• Adding onPremisesSamAccountName

• AADJoined device “logs in” to AD with 

SamAccountName and provided password

• Privilege escalation

• Creating fake Hybrid-Joined devices

• Bypass Conditional Access rules 

Abusing Azure AD Connect Sync 2/2
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The fix
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• The fix was a new setting only Global Administrator could change 

using MSOnline PowerShell module

The fix



Evading the fix
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• When sync loop starts (every 30 min or manually), it fetches 

configuration from Azure AD, including DirSyncFeatures

DirSyncFeatures (incoming)



• If sync configuration is changed, dirSyncFeatures are updated

• For example, enabling Password Hash Synchronization:

dirSyncFeatures (out going)



• After enabling, DirSyncFeatures changed!

Enabling BlockCloudObjectTakeoverThroughHardMatch



• Sync API allows modifying DirSyncFeatures

• What if it can be used to disable the fix?

• Profit!!

What if..?
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• The original vulnerability was privilege escalation from Directory 

Synchronization Accounts to Global Administrator (+ other goodies)

• TIP: Be persistent if you think something is wrong

• The fix was to enable a new synchronization feature,  

BlockCloudObjectTakeoverThroughHardMatch

• The fix could be evaded by using Synchronization API

• TIP: Proprietary protocols may bypass security boundaries

• Note: The fix evasion was fixed Jan 13 2022😊

Summary



Thank you!
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